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ABSTRACT: Introduction. Currently, both abroad and in Russia, there is a “general digitalization” not only of certain types of activi-
ties, but also of objects of the technosphere, for example, “smart houses”, “safe cities”, etc. However, the “creators” of these objects 
violated the main principle of automation of Academician V.M. Glushkov, which says: you cannot automate the mess! Therefore, 
the authors of this article made an attempt to “eliminate clutter” in the automation of engineering systems in the residential sector.
Methods, models and tools. Based on the analysis of the engineering systems of multi-apartment residential buildings and indi-
vidual residential buildings, as a result of the functioning of which not only the delivery of “life support benefits” is carried out, but 
also fire-energy and environmental damage occurs, a methodology for “intellectualization” of the accounting means for the supplied 
resources has been developed for diagnostics and suppression of fire and energy harm with the help of modern nanotechnology 
and, thus, prevention of fires and explosions in the residential sector.
Results and discussion. The methodology of “intellectualization” is based on the results of a system analysis of the “functioning of 
the residential sector” (apartment buildings and individual residential buildings), which made it possible to “discover” the dialecti-
cal unity of benefits and harms from consumed energy resources (electricity, domestic gas, hot and cold water), as well as to carry 
out a systemic synthesis of nanotechnologies and means of “isolation and suppression” of fire and energy harm. The novelty of the 
research is protected by RF patents.
Conclusion. The proposed approach allows “eliminating the disorder before the automation” of engineering systems of multi-
apartment residential buildings and individual residential buildings, by “intellectualizing” metering devices and optimizing nano-
technologies for suppressing fire and energy harm that brings socio-economic losses.
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INTRODUCTION

According to statistics from the All-Russian Research 
Institute for Fire Protection of the Ministry of Emer-

gency Situations of Russia, about 70% of fires occur an-
nually in the residential sector of the country [1]:
•	 in 1–2 storey buildings – up to 125 thousand fires and 

up to 10 thousand dead,

•	 in 3–5 storey buildings – about 20 thousand fires and 
about 2 thousand dead,

•	 in 6–9 storey buildings – about 16 thousand fires and 
up to 1 thousand dead,

•	 in 10–25 storey buildings – about 10 thousand fires 
and about 500 dead,

•	 in buildings over 25 floors – about 30 fires and up to 
10 dead.
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If we introduce the  concept of  “the probabil-
ity of death from the number of storeys of a building”, 
i.e. the ratio of the death toll to the number of stores, then 
in high-rise buildings it is 4.16 times higher than 1–2 sto-
reys buildings. And this is despite the fact that capital fire-
prevention measures are provided for in buildings above 
10 floors (smoke-free staircases, etc.) [2].

In many countries of the world (USA, Germany, Po-
land, Russia, etc.) in recent decades, autonomous fire de-
tectors (AFD) have become widespread, installed in pro-
tected premises, which, when signs of fire are detected, 
an intermittent alarm signal with a sound pressure level 
of 85–90 dB at a distance of 1 m from the detector. Statistics 
show that the use of AFD can reduce the number of deaths 
in fires in the residential sector at night by 45% [3].

There are many known methods and devices for de-
tecting fires that implement these methods [4]:
•	 Smoke fire detectors – ionization and optical;
•	 Thermal fire detectors – threshold and analog;
•	 Flame detectors – optical and based on the use of ul-

traviolet or infrared radiation;
•	 Gas fire detectors – for combustion products, includ-

ing selective linear ones.
The most effective of these are detectors that com-

bine photoelectric, thermal and gas sensors. Similar types 
of multi-sensors (Fig. 1) have been used for a long time, 
using very simple (“or-or”) and combined (“and-and-
or-and”) decision-making methods in case of triggering 
of sensitive elements [5–8].

The fact is that different models of the temperature 
regime of fire development are used abroad. So, for ex-
ample, the first American standard (now E119), was pub-
lished in 1918, and its standard curve is almost identical 
to the British Standard (BS) curve, published in 1932 
(Fig. 2a), which is described by the formula [9]:

T = T0 + 345log(0.133t + 1),� (1)

where T is the room temperature, оС; T0 – tempera-
ture in the room at the time of ignition, оС; t – time, 
sec.

The standard temperature-time curve of a fire in 
a room ISO 834 (Fig. 2b) is described by the system [9]:

 0.141
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T = T0 + 504t 0.141		  at t < 10 minutes
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Fig. 1. Multi-sensor

Fig. 2. Temperature curves of the US and UK (a) and European (b) standards

a) b)
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In our country, the generally accepted modeling of the 
temperature regime of fire development is carried out ac-
cording to the equation [10]:

T = 345lg(8t +1) + T0,� (2),

where T is temperature, оС; t – time, min., T0 – room 
temperature at the moment of ignition, оС.

As follows from the graph of equation (2), its derivative 
(Fig. 3) has neither maxima nor minima, since is a hyper-
bolic function asymptotically approaching the “t” axis. 
This does not allow using with help the thermal sensor to 
unambiguously identify the initial stage of the fire, which 
leads to false alarms of thermal fire detectors [3, 4].

Normalized values (table 1) of hazardous fire factors 
(HFF) and graphs of functions of their main components 
(Fig. 4–6), obtained using the INTMODEL program 

(numerical solution of the system of differential equa-
tions by the Runge–Kutta–Felberg method of 4–5 or-
ders of magnitude with variable step), allow us to make 
the following assumptions – if the same multi-sensor 
(Fig. 1) is to supplement with an oxygen sensor, then it is 
possible to identify the occurrence of a fire at the initial 
stage of ignition, due to the presence of extreme`s points 
on it [10–12].

However, the use of a multi-sensor with the calculation 
of the indicated extreme’s (Fig. 4–6) has great inertia, be-
cause it will register hazardous factors of fire or explosion 
(HFFE) when they “reach” sensitive elements, which, as 
a rule, are installed on ceilings, in connection with which, 
“arrival to them” of HFFE ranges from several units to tens 
of minutes [7]. Therefore, for the early detection of HFFE, 
an aspiration method was invented [13] and a system that 
implements it, usually called “flowing” (Fig. 7).

Fig. 3. Graphs of “standard fire”

Table 1

№, p/p Hazardous factor of fire Limit value Limit value
1 Carbon monoxide (carbon monoxide gas) – CO 1.16 g/m3 (0.1% volume)
2 Carbon dioxide (carbon dioxide gas) – СО2 0.00011 g/m3

3 Hydrogen chloride 0.000023 g/m3

4 Temperature 70оС
5 Intensity of heat radiation 1,4 kW/m2

6 Oxygen concentration 15%
7 Ultimate visibility in smoke 20 m
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The essence of  the method lies in the  fact that 
standard sensors are installed in a chamber connected 
to a pipeline with special holes, which are situated in 
the protected premises, and the air of the protected prem-
ises is “pumped” through it by a fan. That is, if hazard-
ous factors of fire or explosion (HFFE) arise, they are 
“drawn into the sensors” and are detected faster by an 
order of magnitude [4, 13].

At the same time, the performed studies have deter-
mined that the low quality of electricity consumed by 
electrical appliances (for example, low or high voltage, 
phase shift of current and voltage, etc.) reduces the tech-
nical resource of household electrical appliances and 
creates conditions for the occurrence of fire hazardous 
failures in them, i.e. increases the likelihood of fires for 
electrical reasons [14].

One of the first inventions in the field of determining 
the “shares of high-quality and low-quality” consumed 
electricity was the “Statistical analyzer of the quality and 
metering of electricity consumption” [15], where, when 
measuring and digitizing the alternating current voltage 
of curve of the network, deviations from the values set by 
standard [16] were identified, which were recorded, and 
after the required time (day, week, month) had elapsed, 
and were determined by formula:

W = Wpd + Wud,� (3)
where W is the total amount of electricity supplied 

to the consumer during the time T; Wpd – the amount 
of  consumed electricity with permissible deviations; 
Wud – the amount of consumed electricity in case of un-
acceptable deviations.

Fig. 4. Graph of dependence of the volumetric average concentration of carbon monoxide

Fig. 5. Graph of the dependence of the average volumetric concentration of oxygen
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Currently, a number of devices are being produced 
that record the quality of the electricity received and used, 
for example, the domestic LPW-305 device or the station-
ary analyzer of the amount and quality of electrical energy 
Circutor CVM series, which provide measurements of 

standarting of power quality indicators (PQI), necessary 
for calculating and visualizing the share of high-quality 
electricity [16,17]:
–	 the range of voltage change,
–	 steady-state voltage deviation,

Fig. 6. Graph of dependence of the average volume optical density of smoke

Fig. 7. Aspiration fire alarm system
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–	 flicker dose,
–	 coefficient of the n-th harmonic component of volt-

age,
–	 the distortion factor of the sinusoidality of the voltage 

curve,
–	 coefficient of non-symmetry of voltages along the zero 

sequence,
–	 coefficient of non-symmetry of voltages in reverse 

sequence,
–	 the duration of the voltage dip.
–	 frequency deviation,
–	 coefficient of temporary overvoltage,
–	 impulse voltage.

It would seem that the introduction of “intelligence” 
into the electricity meter should lead to the fact that 
consumers will pay only for high-quality electricity, and 
“smart houses” [18] and the systems automated electric-
ity metering (SAEM) may will become systems of quality 
and energy saving that protects the population of Russia 
from “defects in the production and supply” of electricity 
[19], including a change in the payment tariff and a fine 
for the supply of “substandard energy-resources” [20]. 
However, this did not happen, since the basic principle 
of automation was violated, formulated back in the last 
century by Academician V.M. Glushkov in the  form 
of “prohibition of automation of the disorder” [21].

Moreover, despite the established (also in the last 
century) regularities of the occurrence of fires from elec-
trical appliances if violation of the PQI [14], as well as 
the justification (already in this century) of the dialectical 
unity of “electrical benefits and of fire-electric harm”, 
neither SAEM, nor “smart house” do not solve the prob-
lems of fire safety of objects and their consumers, be-
cause the “poor quality” of electricity is not recorded, as 
and the change for this reason of probability of fire from 
electrical devices, i. e. of the fire-electric harm (FEH) 
determining by the formula [22]:

FEH = Re•W = Rpd•Wpd + Rud•Wud,� (4)

where W is the total amount of electricity supplied 
to the consumer during the time t; Wpd – the amount 
of  consumed electricity with permissible deviations; 
Wud  – the  amount of  consumed electricity in case 
of unacceptable deviations; Re – the average probability 
of a fire from electrical devices; Рpd – the probability 
of an electrical devices fire with permissible deviations; 
Rud – the probability of a fire in an electrical devices with 
unacceptable deviations.

A system analysis of  this approach showed that 
the  probabilities indicated in formula (4) should be 
updated by energy supervision annually, using the data 
of the Ministry of Emergency Situations of Russia on 
the statistics of fires at facilities for electrical reasons. This 
interaction is due, 

firstly, by the fact that the probabilities of failures 
of electrical appliances are of a nonlinear nature, depend-
ing on the operating conditions of electrical radioelements 
(ERE) in them, the failure rates of which are described 
by equation of the Arrhenius–Eyring [23]:

,� (5)

where λ – is the current failure rate of the element, 
1/hour; А = ki•λo – product of dimensionless coef-
ficients depending on pressure, humidity, vibrations, 
etc.) by the  failure rate during storage (λo), 1/hour; 
k – Boltzmann’s constant, 1,38•10–23 J/K; Т – element 
temperature, oК; h – is Planck’s constant, 6,626•10–34 
J•s; Ea – effective activation energy of failure, J; f (H) – 
function of non-thermal (energy) load.

secondly, by the fact that fire hazardous failures (short 
circuit, open circuit, electrical breakdown) are hidden, 
at least an order of magnitude “deeper” than parametric 
failures described by equation (5), which requires special 
methods for their determination [23, 24],

thirdly, and this is the main thing, the ignition of ERE 
and the spread of fire in an electrical devices in the event 
of a fire hazardous failure is described by a system of non-
linear equations (6) of Semenov, Zeldovich and Frank-
Kamenetsky, which include non-latent indicators of the 
fire hazard of substances and materials (flammability 
groups, degree fire resistance, etc.), from which the ERE 
are made, and their physicochemical characteristics [25], 
including protective coatings [26], which can be deter-
mined with a BETA-analyzer [22, 27, 28].

,� (6)

where Ze – is the Zeldovich criterion (critical heat flux 
density); λgf – coefficient of thermal conductivity of the 
gas phase; R – is the gas constant; Тf – is the furnace 
temperature; Ea – is the activation energy for pyrolysis 
of the sample; H – is the thermal effect of the reaction in 
the gas phase; K – pre-exponent; Se – Semenov’s crite-
rion (Se = 0.368); Q – is the heat supplied to the sample; 
V – is the current sample volume; S – is the current sur-
face area of the sample; αs – is the current heat transfer 
coefficient of the sample; Tss – is the temperature of the 
sample surface; Fk – criterion of Frank-Kamenetsky 
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(Fk = 2.00); r – is the linear size of the sample; λо – 
coefficient of thermal conductivity of the sample; Ts – is 
the temperature of the sample.

Therefore, the determination of the probabilities in-
dicated in formula (5) is possible only when using the fire 
statistics databases of the Ministry of Emergency Situ-
ations of Russia in each specific region, as well as their 
processing by the method of time series analysis [29], 
and this approach can be implemented in the residential 
sector only with the help of “intellectualization” electric 
meters[30], with the interaction of energy supervision and 
state supervision [31].

METHODS, MODELS AND MEANS 
OF DETECTING AND SUPPRESSION 
ELECTRIC FIRE HAZARD

Considering the  above, the  obvious solution, 
i.e. “elimination of disorder in the power supply” was 
the development of a method for determining fire and 
electrical harm and hazardous fire factors using an elec-
tric meter-detector protected by RF patents [22, 30], 
by integrating the above sensors (heat, smoke, oxygen 
and carbon monoxide) into an electric meter and their 
docking with an aspiration system, which made it pos-
sible to ensure early detection of a fire in an apartment or 
an individual residential building where such an electric 
meter-detector (EMD) is installed (Fig. 8), as well as to 
turn on the sound notification of a fire and send a call to 
the nearest fire department by radio channel or by means 
of cellular communication [31].

However, for the normal functioning of electrical ap-
pliances in the residential sector and ensuring their fire 
safety, especially in rural areas, where PQIs are constantly 
violated [31, 32], control over the quality of consumed 
electricity is not enough – it is advisable to “smooth out 

the quality of delivery” of electricity to the consumer, 
i.e. to improve the PQI at the place of electricity con-
sumption, which is successfully performed by reactive 
power regulators [33, 34].

Contactor capacitor units are most widely used due 
to their facilitated implementation and low cost com-
pared to thyristor capacitor units. However, if the load has 
a sharply variable character, then thyristor capacitor units 
are used to compensate for reactive power, because they, 
firstly, have the highest speed, and secondly, the switch-
ing of capacitors in them occurs at zero current, which 
significantly increases the service life of both capacitor 
banks and the entire installation as a whole. In this case, 
the following reactive power compensation schemes are 
distinguished at the connection point [33, 34]:
–	 general – at the input of the object (enterprise, micro 

district, etc.);
–	 group – on the power supply line of a group of con-

sumers of the same type (a group of residential build-
ings, etc.);

–	 individual – a capacitor unit is installed in close prox-
imity to the consumer for control cosine phi.
In the residential sector, especially in rural areas, an 

individual compensation scheme is more preferable be-
cause allows you to compensate for reactive power directly 
at the place of its origin and consumption of electricity, 
without causing an overflow of reactive energy in power 
lines, and in the case of a constant power factor of the 
consumer, fully compensate for reactive power using a ca-
pacitor bank (Fig. 9). In this case, it is possible to imple-
ment both lateral and longitudinal compensation [35, 36].

Considering that recently, electrical household ap-
pliances with electric motors (refrigerators, washing 
machines, split systems, vacuum cleaners, electric meat 
grinders, etc.) have begun to dominate in the structure 
of household appliances, i.e. the nature of the load in 

Fig. 8. Scheme of aspiration with electric meter-detector (EMD)
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the  residential sector has become predominantly by 
active-inductive, it is advisable to use capacitor reac-
tive power compensators (CRPC), the main advantages 
of which are [33, 34]:
–	 small losses of active energy (within 0.3–0.45 kW/100 

kvar);
–	 low weight (does not require a foundation);
–	 simple and inexpensive operationservis;

–	 an increase or decrease in the number of connected 
capacitors depending on the change in the cosine 
of the voltage and current shift angle;

–	 compactness, which makes it possible to install 
the unit in any place (next to electrical equipment, 
electricity meter, etc.).
In addition to maintaining the set power factor, and 

“smoothing” fluctuations in phase voltage, current and 
generation of reactive energy during the hours of mini-
mum and maximum loads (Fig. 10), reactive power com-
pensator [33, 34]:
–	 constantly monitors the change in the amount of reac-

tive power in the compensated circuit;
–	 excludes overcompensation and its consequence – 

overvoltage in the network;
–	 monitors the main indicators of the compensated net-

work;
–	 checks the operation of all elements of the CRPC and 

the mode of its operation.
Many authors believe that the use of CRPC in sin-

gle-phase household networks is not effective because 
individual “single-phase consumers” pay only for ac-
tive power, and reactive power compensation reduces 
the total consumption by a few percent [36]. At the same 
time, regulatory documents also do not require that reac-
tive load compensation be provided for in residential and 
public buildings [37].

However, from the point of view of the occurrence 
of the FEH, the “smoothing” of voltage and current 

Fig. 9. Capacitor reactive power compensator (CRPC)

Fig. 10. Graphs of voltage, current and power consumption with and without CRPC
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achieved in this case, allows more than an order of mag-
nitude to reduce the probability of fire-hazardous failures 
in household electrical appliances, and, consequently, 
to reduce the number of fires and socio-economic losses 
from them [2, 14, 31, 38].

For automatic control of reactive power compensa-
tion, i.e. connecting / disconnecting capacitors in the bat-
tery (Fig. 11), the following method was used to determine 
the current cosine “phi”, protected by the copyright cer-
tificate [39]:

,� (7)

where U1, U2 U3 – instantaneous values voltage of 
the phase of the consumed electricity at equidistant inter-
vals during a half-period; I1, I2, I3 – instantaneous values 
current of phase of the consumed electricity at equidistant 
intervals during a half-period.

Each KPS-0.55-0.41-2UZ capacitor with a capacity 
of 10 microfarads is connected by MOS3041 optosimis-
tors, and the MOS3041 optosimistors are controlled by 
supplying a certain voltage level (0.4 V, 0.8 V, 1.2 V...4 V) 
from a digital-to-analog of converter (DAC) of the con-
troller to the gates of all field-effect transistors 2P304A. 
The 2P304A modes are selected so that at a  level 
of 0.4 V, the 1st transistor opens, which leads to the “ig-
nition” of the LED of the 1st triac and the connection 
of one 10 μF capacitor, at a level of 0.8 V – the 1st and 
2nd and etc., up to 4 V, which connect the entire 90 uF 
battery. To provide such a “step control”, we calculated 
the dividers from the resistances, which set the necessary 
operating modes of field-effect transistors for a single-
phase network, taking into account the limitation for 
the digital-to-analog converter (DAC) of the load value, 

including the last stage (Fig. 11), which is controlled 
by a separate channel DAC, and also serves to turn off 
the power supply of an apartment/individual house in 
a fire-hazard mode of electricity consumption and when 
ignition [2, 35, 38].

For a 3-phase network, which is used in residential 
high-rise buildings, it is enough to install 3 capacitor 
banks of 7 same capacitors in each, with the same control 
of each separately, which will require sixe DAC channels 
[2, 38].

Thus, supplementing the EMD with an oxygen sensor 
and a reactive power compensation unit (RPCU), as well 
as a more powerful controller with multichannel ADC and 
DAC, we obtain (Fig. 12) an electric meter-detector-sup-
pressor (EMDS) FEN, i.e. a decrease in the second term 
in formula (4) and, thereby, due to low-quality electricity, 
of the probability, of fire from all electrical appliances in 
the residential sector [2, 14, 24].

RESULTS AND DISCUSSION

The developed electric meter-detector-suppressor 
(Fig. 12) contains in its housing:
–	 a chamber with a suction fan (1) and sensors in it 

(heat, smoke, oxygen and carbon monoxide), con-
nected to the pipeline of the aspiration system,

–	 controller (2) with multichannel analog-to-digital con-
verter (ADC) and digital-to-analog converter (DAC), 
with LCIP visualization module (3) and GSM radio 
modem (4),

–	 reactive power compensation unit (RPCU) with power 
supply and battery.
Unlike the patented EMD solutions [22,30], the units 

for measuring the consumed electricity and its quality, 
calculating of fire-electric harm and identifying hazard-
ous fire factors are implemented on the controller (2), as 
software modules, performing the following functions 
[2, 35, 38, 40]:

Fig. 11. Schematic diagram of the capacitor control unit for one phase
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–	 process the  data of  the ADC channels to which 
the specified sensors are connected, calculating and 
recording in real time (in the flash memory and/or 
on the flash card) the temperature and concentration 
of the FEH and oxygen [9–12] in the protected rooms 
(in the air, pumped through the chamber),

–	 process the data of the ADC channels, which are con-
nected to the current shunt (Fig. 12) of the shutdown 
stage (Fig. 11), calculating and recording in real time 
(in the flash memory and / or on the flash card) PQI 
[16] and coefficients power [39], summarizing and 
visualizing on the LCDP-module the consumed elec-
tricity (high-quality and low-quality) and the averaged 
current cosine “phi”,

–	 calculate the fire-electrical harm (FEH) according 
to the formula (4), visualizing its averaged value on 
the LCIP-module (3), and control the operation 
of the RPCU, according to the power factor calcu-
lated according to the formula (5),

–	 form and transmit using a GSM radio modem (4) to 
the power organization and / or management com-
pany data blocks on the consumed electricity, in ac-
cordance with the established time periods and at their 
request, as well as to the supervisory authorities (fire, 
electric), in fire-threatening cases , with unacceptable 
quality and power outages,

–	 identify the HFF by the synchronous growth of the 
function (2) of temperature (Fig. 1), the function 
of the average volumetric concentration of carbon 
monoxide (Fig. 4) and the average volumetric optical 
density (smoke) of the air (Fig. 6), with synchronous 
with a decrease in the oxygen concentration (Fig. 5) 
in the protected premises, after that turn on light and 

Fig. 12 Block diagram of an electric meter-detector-suppressor (EMDS): 
1 – electric fan; 2 – controller with multichannel ADC and DAC; 3 – liquid crystal indicator 
with piezo-module of audio-video information (LCIP-module); 4 – GSM radio modem

sound alarms, generating and transmitting a message 
about the fire to the fire brigade using a GSM radio 
modem (4), as well as to the owner of the property and 
to the management company,

–	 the power supply of the protected premises is turned 
off with the help of a triac (Fig. 11) in the RPCU, 
in case of a fire-threatening mode of electricity con-
sumption and / or in case of its unacceptable quality, 
as well as in case of detection of a HFF in the pro-
tected premises.
At the same time, calculating the FEH according to 

formula (4), the software module calculates the changes 
in the probabilities (Pd and Pnd) and their deviations 
(∆Pe, ∆Pd and ∆Pnd), from the average statistical data 
that must be updated by the energy supervision according 
to the data of fire supervision, during an annual check 
EMDS.

CONCLUSION

As a result of a system analysis of the problems of safe 
life in the residential sector (in apartments in residential 
buildings and in individual residential houses) of cities 
and towns of the Russian regions, fundamental short-
comings in the organization and automation of meter-
ing of consumed electricity in the residential sector were 
revealed.

On the basis of the developed probabilistic-physical 
approach to the occurrence of fire-electrical harm (FEH) 
in the residential sector when electricity is consumed, 
a sequential systemic synthesis of the method and means 
of diagnostics of HFF with nanotechnologies for its sup-
pression was carried, with using of electric meter-de-
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tector-suppressor (compensation unit reactive power), 
which, together with the aspiration method for detecting 
the HFF, prevents the occurrence of a fire for electri-
cal reasons, by timely disconnecting the power supply to 
the protected premises, and also provide early detection 
of ignition in them due to other reasons (careless handling 
of fire, etc.) ).

The proposed approach, according to the authors, is 
designed to “eliminate clutter” in the supply and meter-
ing of electricity to the residential sector, as well as to 
optimally automate the power supply and fire alarm in 

the residential sector, regardless of the structures of en-
ergy supply/management companies and of territorial 
emergency and supervisory services.

The proposed method and EMDS enable to im-
plement it using the reinvestment model of  the sys-
tem of adaptive fire-electric taxation of individuals in 
the residential sector in the shortest possible time [20, 
31, 32, 38].

The studies have shown that the proposed approach 
can be implemented at the objects of trade, health care, 
education, science and culture [3, 12, 20–25].
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